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Executive summary 

This document describes how Guildhall Chambers, and its individual barrister members, deal with 

personal data. 

Whose personal data do we deal with? 

Chambers and its members handle the personal data of a wide variety of individuals, including: 

- actual and potential clients; 

 

- other individuals concerned in legal disputes and requests for legal advice; and 

 

- individuals who may be concerned (for example) in the provision of services to Chambers and its 

members, in members’ other professional activities, or in the administration and running of 

Chambers. 

What do we use personal data for? 

Chambers and its members use personal data: 

- in the provision of legal services; 

 

- in the administration and running of Chambers; and 

 

- in our related professional activities. 

The purposes for which we process personal data, as well as the legal basis and legitimate interests 

for our processing, are described in sections 5 and 6 of this policy.  

Who do we send personal data to? 

We send personal data to third parties in the normal course of providing legal services – for example 

to courts and tribunals, mediators, adjudicators, and opposing solicitors and barristers in litigation.  

We also send personal data to external IT service providers who provide IT facilities for the running 

of Guildhall Chambers and its members’ practices.  

The recipients to whom we send personal data are addressed in detail in section 7 of this policy. 

Individuals’ right to object to processing 

Chambers and its members process Personal Data in pursuit of their legitimate interests. Chambers 

and its members also engage in direct marketing activities in pursuit of their legitimate interests.  

Individuals have a right under EU law to object to processing in pursuit of legitimate interests.  

Individuals also have a right to insist that processing of their Personal Data for Chambers’ and its 

members’ direct marketing activities immediately cease. 

Individuals can exercise those rights by contacting Chambers in the manner described below. 

The way in which Chambers and its members will respond when individuals exercise those rights is 

described in section 6.4 of this policy.  
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What other data protection rights do individuals have? 

EU law provides various rights for individuals whose personal data are processed by Chambers or its 

members. Those rights include (depending on the circumstances): 

- the right to be informed of processing activities;  

 

- the right of access to the individual’s personal data which is being processed; 

 

- the right to have inaccurate personal data rectified, and incomplete data completed; 

 

- the right to have personal data erased;  

 

- the right to have processing activities restricted; 

 

- the right to data portability; 

 

- the right to withdraw consent, where processing is based on consent; 

 

- the right not to be subject to decisions based on automated processing which produce legal or 

other similarly significant effects; and 

 

- the right to complain to a supervisory authority.  

A significant proportion of the information handled by Chambers and its members is legally 

privileged. This means that, in some circumstances, Chambers and its members will be required not 

to comply with individual requests to exercise data protection rights. This is explained in section 14 

of this policy.  

Other important information 

Guildhall Chambers and its members transfer some personal data for processing outside the EU by 

external IT service providers. Those transfers are made subject to safeguards which comply with EU 

data protection law. This is described in section 9.1 of this policy. 

Guildhall Chambers and its members may occasionally be required to transfer personal data to 

other recipients outside the EU, for example when providing services to clients outside the EU. 

Those transfers will be made in accordance with EU data protection law. This is described in sections 

9.2 and 9.3 of this policy. 

Guildhall Chambers uses automated processing to select recipients for its marketing 

communications. This processing does not give rise to significant effects on individuals. Further 

information is provided in section 6.5 of this policy. 

Guildhall Chambers and its members retain personal data in accordance with the detailed 

arrangements described in section 12 of this policy. 

Who should individuals contact? 

Depending on the circumstances, Guildhall Chambers or one of its individual members may be the 

data controller for particular processing of personal data. 



 

5 
 

Guildhall Chambers and its members have designated Chambers’ CEO, Christy Farrer, as the single 

point of contact for any matter relating to the processing of personal data by Chambers or its 

members. Individuals can contact Christy by email at Christy.Farrer@guildhallchambers.co.uk. 

 

 

  

mailto:Christy.Farrer@guildhallchambers.co.uk
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Glossary 

This section explains the meaning of some of the terminology used in this policy. 

BSB Handbook means the Handbook produced by the Bar Standards Board setting standards of 

conduct for barristers and made available at https://www.barstandardsboard.org.uk/, as updated 

from time to time. 

Chambers means the unincorporated association known as Guildhall Chambers, which is formed by 

and made up of its members (together with its associate members, who are otherwise known as 

“door tenants”), as explained further in section 2 of this policy. 

Criminal History Data means Personal Data of a nature referred to in Article 10 of the GDPR. 

Data Controller has the same meaning as the term “controller” as defined in Article 4(7) of the 

GDPR. 

Data Processor has the same meaning as the term “processor” as defined in Article 4(8) of the 

GDPR. 

GDPR means Regulation (EU) 2016/679 of the European Parliament and Council on the protection of 

natural persons with regard to the processing of personal data and on the free movement of such 

data, dated 27 April 2016. 

Legitimate Interests has the same meaning as in Article 6(1)(f) of the GDPR. 

Member means an individual barrister, practising as a sole practitioner, who is a member (or 

associate member) of Chambers, as explained further in section 2 of this policy. 

Personal Data has the same meaning as in Article 4(1) of the GDPR. 

References to “processing” of Personal Data are intended to bear the meaning given by Article 4(2) 

of the GDPR. 

Sensitive Personal Data means Personal Data of a nature referred to in Article 9(1) of the GDPR.  
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1. Introduction 

This document describes how Chambers and its Members process Personal Data.  

2. Structure of Guildhall Chambers and its membership 

A set of chambers is a unique business model.  

Individual Members provide legal services as independent and self-employed barristers. In so doing, 

they are bound by the rules contained in the BSB Handbook, including the duty to maintain the 

confidentiality of a client’s affairs.  

The Members also form an unincorporated association, Chambers, which provides accommodation 

and support services for the Members.  

The support services provided by Chambers include a clerking team. The clerks help to run 

Members’ practices. This includes: 

- communicating with Members’ clients and potential clients in relation to instructions and 

potential instructions to provide legal services;  

 

- managing Members’ professional commitments; 

 

- arranging invoicing and fee collection on behalf of Members; and 

 

- communicating with third parties (such as the courts) in relation to hearings and Members’ 

professional commitments. 

Chambers’ support services for Members also include the provision of: 

- shared IT infrastructure, including email and filing and storage systems for electronic data; and 

 

- a shared marketing team which assists Members with public communications and by arranging 

events at which Members share their expertise and advertise their legal services. 

3. What Personal Data do Chambers and its Members collect? 

3.1  Information relevant for the purposes of providing legal services 

Typically, individual Members will be instructed by a professional client (usually a solicitor) to 

provide legal services on behalf of the professional client’s own client (known as the “lay” client).  

A Member may, however, receive instructions to provide legal services directly from a lay client, 

where the Member is authorised by the Bar Standards Board to do so (and this is known as “direct 

access” or “public access”).  

In general, a Member will be provided with information by his or her client for the purposes of 

providing legal services for that client. That information is likely to include Personal Data, for 

example in relation to:  

- the Member’s lay client (or, where the client is a corporate body, individuals who are employed 

by or otherwise act on behalf of the corporate client); 

 

- the Member’s professional client (or, again, individuals who represent the professional client);  
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- witnesses or other individuals concerned in the request for legal advice or the relevant dispute 

or matter;  

 

- any opposing parties in the relevant matter (or their representatives, where the opposing party 

is a corporate body); 

 

- barristers, solicitors and other professional representatives (including expert advisors or 

witnesses) acting for any opposing parties; and 

 

- mediators, adjudicators, and members of the judiciary who have been or are likely to be 

involved in the relevant matter.  

As a general rule, any such Personal Data will be provided by the Member’s client at the time when 

the client engages the Member to provide legal services. On occasion, the Member will ask for 

additional information in order to enable him or her to provide the requested legal services. In either 

case, any information (including Personal Data) which is provided by the client to the Member will 

be information which the client or the Member considers relevant to the provision of the requested 

legal services.  

In some situations, the information provided to a Member by his or her client will include Sensitive 

Personal Data. For example: 

- Members who practise in personal injury, clinical negligence or Court of Protection law will 

typically receive information as to the health of their lay client or others involved in a case or 

request for legal advice;  

 

- Members who practise in employment law or in public law may receive Sensitive Personal Data, 

in respect of their lay client or others, in relation to discrimination claims or claims to which an 

individual’s health may be relevant; and 

 

- Members who practise in criminal law may receive Sensitive Personal Data, including data 

relating to the health or other sensitive characteristics of defendants or other individuals, where 

those data are relevant to previous or alleged offences. 

Members who practise in criminal law will also typically receive Criminal History Data in relation to 

defendants or potential defendants involved in criminal proceedings or in a request for advice. Other 

Members may also receive and process Criminal History Data, for example in relation to professional 

disciplinary proceedings, or in situations where the credibility of a witness is in question. 

Finally, a Member will receive Personal Data in relation to his or her lay client or professional client 

regarding payment for the Member’s legal services – such as bank account information.   

3.2 Other information collected by Members 

Members may also collect Personal Data other than for the purposes of providing legal services – for 

example in relation to: 

- other participants in professional interest groups, legal education events or similar groups or 

events; 
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- individuals who contact a Member to offer goods or services to that Member – such as (for 

example) accountants, financial advisors, or suppliers of professional clothing; 

 

- individuals who contact a Member in relation to a case, interest group, event or other matter in 

which the Member does not (for whatever reason) eventually participate; and 

 

- potential clients identified by the Member – such as by means of social media. 

Some Members also carry out activities incidental to their provision of legal services – such as acting 

as mediators, charity or school governors, teachers or mentors in law. Each barrister will collect 

Personal Data in relation to individuals with whom the Member has contact in the course of that 

activity.  

For the most part, information collected in these contexts is likely to include: 

- professional contact details (such as the information typically included in an email signature); 

and 

 

- other information provided by the individual (such as information about professional activities 

and interests).  

Where a Member carries out teaching activities, he or she may also collect and evaluate exam 

scripts. 

Members involved with charitable, religious or political organisations may, on occasion, process 

Sensitive Personal Data in relation to other individuals involved with those organisations – for 

example information as to those individuals’ political opinions or religious and philosophical beliefs.  

3.3  Information collected by Chambers 

Chambers’ staff also collect Personal Data in addition to the information collected by Members. This 

includes Personal Data: 

- from individuals who apply to Chambers for membership, for employment as a member of staff, 

for a position as a trainee barrister (known as a “pupillage”), or for short term work experience 

(such as “mini-pupillage” or staff work experience);  

 

- from individuals (and individual representatives of corporate bodies) who supply or offer to 

supply services to Chambers – whether as part of a long-term relationship (such as providers of 

Chambers’ IT facilities) or on an ad-hoc basis (such as restaurants and event venues);  

 

- in relation to individuals identified by Chambers (for example through the use of social media, 

directories of barristers or internet searches) as potential clients of Chambers’ Members; 

 

- in relation to individuals identified by Chambers’ Members or members of staff as their next of 

kin.   

The information collected by Chambers will typically include contact details and, where applicable, 

professional information (such as basic details of an individual’s employment) for suppliers.  
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For applicants for membership, staff positions, pupillage or work experience, Chambers will collect 

the information provided by the applicant, plus any information provided by third parties in 

references in support of the applicant’s application. That information may include: 

- Sensitive Personal Data, for example in the form of diversity monitoring information requested 

by Chambers, or information as to the health of an individual where that information is provided 

by the individual; and 

 

- Criminal History Data, where such information is provided by the individual.  

Sensitive Personal Data and Criminal History Data in relation to an individual which is collected by 

Chambers in this context will be processed in accordance with the specific arrangements set out in 

the Appendix to this policy.  

3.4 Freedom to withhold Personal Data 

No individual is obliged to provide Personal Data to Chambers or its Members, and the provision of 

Personal Data to Chambers or its Members is not required in any context. 

Where an individual chooses to withhold his or her Personal Data from a Member, this may affect 

the Member’s ability to provide legal services for that individual.  

Similarly, where an individual chooses to withhold his or her Personal Data from Chambers, this may 

affect Chambers’ ability to communicate with or respond to that individual (for example by 

processing that individual’s application for membership of or employment by Chambers). 

Individuals may obtain more information as to the impact of withholding Personal Data in their 

particular circumstances by contacting Chambers in the manner described in section 4.3 of this 

policy.  

4. Who is the Data Controller? 

The unique structure of a set of chambers means that in some circumstances individual members 

will be Data Controllers, and in some circumstances Chambers will be a Data Controller.  

This depends on the context in which Personal Data is received and processed. 

4.1 Situations in which a Member will be the Data Controller 

Where Personal Data is collected as described in sections 3.1 and 3.2 of this policy (above), the 

Member who collected the Personal Data (or on whose behalf the Personal Data was collected by 

Chambers) will be the Data Controller.  

In this situation, Chambers assists the member in the ways described in section 2 of this policy, in 

which context it carries out processing of Personal Data as a Data Processor on behalf of the 

Member.  

4.2 Situations in which Chambers will be the Data Controller 

Where Personal Data is collected as described in section 3.3 above, Chambers will be the Data 

Controller.  

In this situation, Members may process Personal Data in the capacity of a Data Processor for 

Chambers. For example, Members may assist Chambers with the review of applications for staff 

positions, pupillage or work experience. 
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Chambers also collects contact details of Members’ clients, and details of the instructions members 

have received from their clients, and incorporates those details into Chambers’ contacts database. 

This information will include Personal Data, including contact details and records of individuals’ (and 

in particular Members’ clients’) professional activities. This Personal Data may have been collected 

by a Member in his or her capacity as a Data Controller, but will be transferred to Chambers’ 

contacts database in such a manner that Chambers becomes an additional Data Controller in respect 

of the Personal Data, and uses that data for the purposes of its marketing activities.  

4.3  How to contact the relevant Data Controller 

The identity of the Data Controller in respect of particular Personal Data may therefore appear 

ambiguous in some circumstances. To help resolve any ambiguity, Chambers and its Members have 

designated Chambers’ CEO, Christy Farrer, as the single point of contact for any matter relating to 

the processing of personal data by Chambers or its Members. Individuals can contact Christy by 

email at Christy.Farrer@guildhallchambers.co.uk. 

5. The purposes of our processing of Personal Data 

5.1 Where a Member is the Data Controller 

Each individual Member of Chambers will process Personal Data in respect of which he or she is the 

Data Controller (and will be assisted in that processing by Chambers acting as Data Processor for the 

individual Member) for the purposes of the individual Member’s business, and for other purposes 

relating to the Member’s incidental and other activities.  

In this regard: 

- the primary business of Members is the provision of legal services, including the provision of 

legal advice, representation in litigation before the courts and tribunals in the UK and elsewhere, 

and advice and representation in other contexts –  for example in disciplinary proceedings, 

public enquiries, and before coroners and inquests. 

 

- Members may however be involved in other activities incidental to their businesses – for 

example acting as mediators or adjudicators, teaching law or professional skills, participating in 

industry events for the sharing of knowledge or discussion of relevant legal developments, the 

provision of legal or skills training, acting as expert witnesses in foreign proceedings, or 

participating (in the capacity of a self-employed barrister) in other (for example public, political 

or charitable) bodies and institutions; and 

 

- on occasion, Members will also be involved in social activities related to their professional 

activity –  for example in organising social events for other barristers.  

As a general rule, it will be clear from the context in which Personal Data is provided to or processed 

by a Member (or by Chambers acting as Data Processor for the Member) which are the relevant 

purposes for the Member’s processing of that Personal Data. For example, Personal Data contained 

in instructions to a Member to provide legal services will be processed by the Member for the 

purposes of providing legal services. Personal Data contained in exam scripts provided to a Member 

for the purposes of teaching activity will be processed by the Member for the purposes of that 

teaching activity.  

Nonetheless, if a situation should arise in which the relevant purposes are ambiguous, individuals 

are invited to seek clarification from Chambers in the manner set out in section 4.3 of this policy.  

mailto:Christy.Farrer@guildhallchambers.co.uk
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Processing of Personal Data for the purposes of a Member’s business will include processing by the 

Member (and by Chambers acting as Data Processor for the Member) for certain incidental 

purposes. These may include: 

- managing communications with clients and potential clients in relation to instructions or 

potential instructions to the Member to provide legal services; 

 

- carrying out invoicing and fee collection activities;  

 

- marketing the Member’s practice and skills to clients and potential clients, including by 

publishing details of the Member’s past cases on the internet, or submitting details of past cases 

to legal directories;  

 

- applying for appointments such as to panels of counsel maintained by third parties, or for 

accreditation as (for example) Queen’s Counsel; 

 

- maintaining records of the Member’s practice and fee receipts for the purposes of business 

planning and submission to third parties such as accountants, financial advisors and providers of 

professional indemnity insurance; and 

 

- responding in the event of complaints in relation to the Member’s provision of legal services or 

other activities.  

Members are regulated by the Bar Standards Board, and bound to comply with the BSB Handbook. 

Members (and Chambers acting as Data Processor for Members) may therefore also process 

personal data for the purposes of complying with their obligations as laid down by the BSB 

Handbook or otherwise by the Bar Standards Board or other authorities exercising powers conferred 

by law.  

Finally, each Member (and Chambers acting as Data Processor on behalf of the Member) will store 

and process information (including Personal Data) for the purposes of responding to claims arising 

out of the Member’s provision of legal services, or for bringing or responding to civil claims in 

relation to the Member’s activities generally, and in order to comply with accounting rules.  

5.2 Where Chambers is the Data Controller 

Chambers will similarly process Personal Data in respect of which it is the Data Controller for the 

purposes of its core business, or for its incidental activities.  

The core business of Chambers is the provision of accommodation and support services for 

Members of Chambers. This includes: 

- making available and maintaining physical premises from which Members may conduct their 

businesses; 

 

- providing IT infrastructure, software and support for use by and for the benefit of Members, 

including backup systems to enable Members’ and Chambers’ electronic data to be recovered in 

the event of loss or system outages; 

 

- providing a clerking service for Members; 
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- providing legal resources such as textbooks and subscriptions to journals and case reports for 

use by Members; 

 

- providing marketing services for Members, including arranging marketing events for Members;  

 

- assisting Members with the development of their individual businesses, including by means of 

business planning and by making introductions to new clients and potential clients; 

 

- maintaining an appropriate staff, including seeking and reviewing applications for staff positions 

where necessary;  

 

- managing the recruitment of pupils to undertake pupillage in Chambers. 

In addition to its core business, Chambers may process Personal Data for the purposes of activities 

which are incidental to its core business. These may include:  

- obtaining legal, financial, accountancy, management consultancy or other advice in relation to 

Chambers’ core business; 

 

- arranging social events for Members, other barristers, and/or Members’ clients or potential 

clients; 

 

- purchasing office equipment such as IT equipment and furniture, and legal resources such as 

textbooks, on behalf of individual Members; 

 

- providing work experience opportunities; 

 

- considering applications to join Chambers as a member; 

 

- responding in the event of complaints in relation to Chambers’ activities; and 

 

- maintaining Chambers’ activities and relationships with its Members and staff in the event of 

unexpected circumstances such as the unavailability of Chambers’ premises or IT facilities, or the 

illness of relevant individuals. 

Much of Chambers’ processing of Personal Data is carried out by Chambers’ staff on its behalf. 

However individual Members may also assist in the operation of Chambers, including by processing 

Personal Data as a Data Processor on behalf of Chambers for purposes relating to Chambers’ core 

business or incidental activities.  

Like Members of Chambers, Chambers itself is subject to legal and regulatory obligations, and may 

process Personal Data for the purposes of complying with those obligations or with requirements 

imposed by the Bar Standards Board or by other authorities exercising powers conferred by law.  

Finally, Chambers stores and processes information (including Personal Data) for the purposes of any 

civil claims which it may bring, or in order to respond to civil claims which may be brought against it, 

in connection with its core business and incidental activities, and for the purposes of complying with 

accounting rules. 
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6. The lawfulness of our processing of Personal Data 

6.1 Where a Member is the Data Controller 

Each Member of Chambers processes Personal Data (and is assisted by Chambers’ processing of 

Personal Data as Data Processor on behalf of the Member) as is necessary for the pursuit of his or 

her Legitimate Interests.  

Those Legitimate Interests include:  

- providing legal services for the Member’s clients; 

 

- complying with applicable law and regulatory requirements (including, but not limited to, the 

Member’s obligations under the BSB Handbook and any other requirements imposed by the Bar 

Standards Board or another authority acting pursuant to law); 

 

- managing the Member’s practice and professional commitments; 

 

- marketing the Member’s professional services;  

 

- carrying out the Member’s other professional and incidental activities, as referred to in section 

5.1 of this policy;  

 

- bringing or responding to claims arising out of the Member’s activities, and meeting the 

requirements of the Member’s professional indemnity insurance; and 

 

- complying with accounting rules.  

Sensitive Personal Data 

As described in section 3.1 of this policy, some Members also process Sensitive Personal Data in 

relation to their lay clients or in relation to other individuals concerned in legal proceedings or in 

requests to provide legal advice.  

In this context Members (and Chambers acting as Data Processor on behalf of Members) process 

Sensitive Personal Data for the purposes of the establishment, exercise or defence of legal claims. In 

particular: 

- the relevant Sensitive Personal Data will be contained within a Member’s instructions from his 

or her client, and will be processed by the Member (and by Chambers acting as Data Processor 

on behalf of the Member) for the purposes of providing legal services pursuant to the client’s 

instructions; 

 

- thereafter the Member (and Chambers acting as Data Processor on behalf of the Member) will 

store, retrieve and otherwise process the relevant Sensitive Personal Data only for the purposes 

of bringing or responding to potential claims arising out of the Member’s provision of legal 

services. 

Some Members may also process Sensitive Personal Data in relation to individuals involved with 

charitable, political or religious organisations with which a Member is also involved. In this context, 

Members (and Chambers acting as Data Processor on behalf of Members) will process that Sensitive 

Personal Data in accordance with the requirements of Article 9(2)(a), (d) or (e) of the GDPR.  
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Criminal History Data 

As described in section 3.1 of this policy, some Members process Criminal History Data in relation to 

defendants or potential defendants involved in criminal proceedings or in requests for legal advice, 

or in relation to other individuals involved in legal proceedings.  

In these circumstances, Members (and Chambers acting as Data Processor on behalf of Members) 

will process Criminal History Data only in connection with the relevant legal proceedings or the 

provision of the requested legal advice, or otherwise for the purposes of establishing, exercising or 

defending legal rights. In particular: 

- the Criminal History Data will be contained within the Member’s instructions from his or her 

client, and will be processed by the Member (and by Chambers acting as Data Processor on 

behalf of the Member) for the purposes of providing legal services pursuant to the client’s 

instructions; 

 

- thereafter the Member (and Chambers acting as Data Processor on behalf of the Member) will 

store, retrieve and otherwise process Criminal History Data only for the purposes of bringing or 

responding to potential claims arising out of the Member’s provision of legal services.  

6.2 Where Chambers is the Data Controller 

Chambers processes Personal Data (assisted in some circumstances by Members acting as Data 

Processors on behalf of Chambers) as is necessary in pursuit of its Legitimate Interests.  

Chambers’ Legitimate Interests include: 

- the pursuit of its core business, and incidental activities, as described in section 5.2 of this policy;  

 

- bringing or responding to civil claims in connection with its core business and incidental 

activities;  

 

- maintaining records for the purposes of complying with accounting rules; and 

 

- engaging in direct marketing activities in order to promote the services provided by Chambers’ 

Members.  

As described in section 3.3 above, Chambers may also process Sensitive Personal Data and Criminal 

History Data in relation to individuals who submit certain forms of application to Chambers. 

Chambers’ processing of that data, including its lawful basis, is described in the Appendix to this 

policy.  

6.3 Individuals’ rights to object to processing by Chambers or Members 

Individuals whose Personal Data are processed by Chambers or its Members in pursuit of Legitimate 

Interests have the right under Article 21(1) of the GDPR to object to that processing.  

Individuals whose Personal Data are processed by Chambers or its Members for direct marketing 

purposes have the right under Article 21(2) to insist that that processing immediately cease.  

In order to exercise those rights, individuals may contact Chambers or its Members in the manner 

described in section 4.3 of this policy. 
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6.4 How Chambers and Members will respond in the event of an objection to processing 

In the event of an objection from an individual to the processing carried out by Chambers or its 

Members: 

- any processing carried out by a Member (or by Chambers as Data Processor on behalf of the 

Member) for the purposes of providing legal services will continue, pursuant to Article 21(1) of 

the GDPR; 

 

- any processing carried out by a Member or by Chambers (either as Data Controller or Data 

Processor) for the purposes of direct marketing activities will immediately cease; and 

 

- as regards processing for other purposes: 

 

o that processing will continue if the Data Controller (which may, depending on the 

circumstances, be Chambers or an individual Member) can demonstrate overriding 

legitimate grounds for the processing; and 

 

o pending verification of whether overriding legitimate grounds exist for the processing, 

the processing will be restricted in accordance with Article 18 of the GDPR.  

6.5 Automated decision-making  

Chambers engages in automated decision-making in order to determine which individuals receive its 

marketing communications.  

In this context, Chambers processes the Personal Data of Members’ existing and potential clients, 

including the location of their workplace, any information held by Chambers as to their professional 

activities and specialisms, and their history of purchasing Members’ services, to determine which 

marketing communications those individuals receive.  

Chambers’ marketing communications may include legal updates (such as articles prepared by 

Members on recent developments in the law), news updates (such as information about Members’ 

recent cases or publications) and invitations to events (such as training, seminars and social events). 

Chambers’ automated processing does not affect Members’ existing and potential clients in any 

other way (for example, it does not affect the prices which Chambers charges for attendance at 

events, nor the prices which Members charge for their services). Chambers does not, therefore, 

consider that its automated decision-making produces legal or other similar effects on individuals.  

7. The recipients to whom we transfer Personal Data 

Chambers and its Members transfer Personal Data to a broad range of recipients. 

7.1 Recipients within Chambers 

Where a Member is the Data Controller in respect of particular Personal Data, he or she will provide 

that data to Chambers for the purposes of obtaining its assistance as Data Processor on behalf of the 

Member. The Member may also transfer that data: 

- to other Members, for example: 
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o where two or more Members are instructed by the same client to provide legal services 

in relation to the same proceedings or request for advice; or 

 

o where two or more Members are instructed as opposing barristers in the same 

proceedings; or 

 

- to pupils or individuals undertaking “mini-pupillage” or other work experience within Chambers.   

Where Chambers is the Data Controller in respect of particular Personal Data, it may provide that 

data to one or more Members for the purposes of obtaining their assistance as Data Processors on 

behalf of Chambers, as described in section 4.2 of this policy.  

7.2 Providers of IT and related services for Chambers and its Members 

Members and Chambers transfer Personal Data to third parties which provide IT facilities and 

related services as Data Processors on behalf of Chambers and its Members. This includes providers 

of email processing and storage services, storage and backup of other electronic files, network and 

internet services, telephony services, and confidential waste and IT equipment destruction services.  

7.3 Other recipients 

Chambers and its Members transmit personal data to other entities and individuals involved in legal 

proceedings. This may include:  

- courts, tribunals, arbitrators and mediators;  

 

- Members’ lay and professional clients; 

 

- witnesses and other professionals such as expert witnesses; and 

 

- opposing parties, opposing solicitors and opposing barristers and their chambers. 

 

Chambers and its Members may also transmit Personal Data to recipients outside the context of 

legal proceedings. This may include: 

- other barristers or organisations which represent the interests of or organise events or training 

for barristers;  

 

- regulatory authorities (such as the Bar Standards Board), Ombudsmen and other authorities 

exercising legal powers; 

 

- current, past or prospective employers or professional contacts of Chambers’ staff, Members or 

pupils or prospective staff, Members or pupils, in connection with applications for employment 

or pupillage or membership of Chambers, or in connection with applications by Members for 

judicial appointments; 

 

- entities involved in the selection of barristers as panel counsel or Queen’s Counsel; 

 

- Chambers’ or Members’ professional advisers, for example when seeking legal, financial, 

accountancy or management consultancy advice;  
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- third party providers of listings or directories of barristers; 

 

- third party providers of assistance to individual Members, for example legal assistants or 

researchers or typists;  

 

- third party providers of services to Chambers or to Members, such as restaurants, venue 

operators or events management companies; and/or 

 

- third parties involved in journalistic or publicity-raising activities, such as events organisers or 

legal publishers. 

 

8. How we ensure the security of Personal Data 

Chambers and its Members have entered into binding mutual commitments regarding the security 

of their processing of Personal Data in both electronic and hard copy format. Those commitments 

govern, among other things: 

- the implementation of appropriate practices by Members, Chambers’ staff, pupils, mini-pupils 

and individuals undertaking other forms of work experience to ensure the security of storage, 

transport and destruction of Personal Data in hard copy form; 

 

- the implementation of appropriate measures to ensure the physical and electronic security of 

electronic data processed by Chambers and by Members, relating to Chambers’ servers, network 

and internet connections, Members’ and staff’s IT equipment, devices and IT usage practices, 

and Chambers’ and Members’ relationships with third party suppliers of IT services; and 

 

- the imposition of appropriate data processing and confidentiality obligations on Chambers’ staff, 

pupils, mini-pupils and individuals undertaking other forms of work experience within Chambers.  

In addition, Chambers and its Members will provide appropriate training and information for 

Chambers’ staff and Members on an ongoing basis in relation to compliance with their data 

protection obligations.  

9. Situations in which we transfer Personal Data outside the EU 

9.1 Transfers to our IT service providers 

Chambers and its Members transfer Personal Data to third party providers of IT services, including 

providers of storage and backup facilities for electronic data processed by Chambers or Members. 

Such transfers may lead to processing of Personal Data in countries outside the EU. In this regard: 

- Chambers and its Members use IT services provided by Microsoft, which involve some 

processing activities outside the EU. That processing is carried out pursuant to standard 

contractual clauses between Chambers and Microsoft which comply with Article 46(2) of the 

GDPR. Further details, including the relevant terms, are contained in Microsoft’s Online Services 

Terms, a copy of which is available at https://www.microsoft.com/en-gb/Licensing/product-

licensing/products.aspx. 

 

https://www.microsoft.com/en-gb/Licensing/product-licensing/products.aspx
https://www.microsoft.com/en-gb/Licensing/product-licensing/products.aspx
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- Chambers and its Members use IT services provided by Mimecast, which involve some 

processing activities outside the EU. That processing is carried out either: 

 

o in the United States of America under the terms of the Privacy Shield Framework, and 

thus pursuant to Article 45 of the GDPR;1 or 

 

o pursuant to standard contractual clauses in the form laid down by European Commission 

decision 2010/87/EU, in compliance with Article 46(2) of the GDPR.2  

 

9.2 Transfers for the purposes of providing legal services or acting as an expert witness 

Chambers and its Members may also transfer Personal Data for processing outside the EU where: 

- a Member is instructed to provide legal services or to act as an expert witness by a client located 

outside the EU, and is required to send information or work product prepared by the Member to 

the client in the course of carrying out the client’s instructions; or 

 

- a Member is instructed to represent a client in a dispute or other matter before a court outside 

the EU, before an international organisation, or before a mediator or arbitrator outside the EU, 

and the Member is required to send information or work product prepared by the Member to 

the relevant international organisation, court, mediator or arbitrator.  

 

In these situations, as a general rule the transfer of Personal Data for processing outside the EU will 

be made by the Member (or by Chambers acting as Data Processor on behalf of the Member) for the 

purposes of establishing, exercising or defending legal claims, in accordance with Article 49(1)(e) of 

the GDPR.  

If, exceptionally, additional transfers are required outside the scope of Article 49(1)(e), Chambers 

and the relevant Member(s) will arrange to provide those transfers pursuant to an adequacy 

decision under Article 45 of the GDPR or in accordance with safeguards pursuant to Article 46(2) of 

the GDPR. Individuals may obtain further information about the processing of their Personal Data in 

this context, as well as copies of any relevant safeguards, by contacting Chambers in the manner 

described in section 4.3 of this policy.  

9.3 Members working outside the EU 

Finally, Chambers (acting as Data Controller, or as Data Processor on behalf of a Member, depending 

on the circumstances) may make a transfer of Personal Data for processing outside the EU by a 

Member, where the Member accesses Chambers’ IT facilities via the internet from a location outside 

the EU. For this purpose, Chambers and its Members have entered into binding commitments in the 

form of standard contractual clauses complying with Article 46(2)(c) of the GDPR. Individuals may 

obtain a copy of those clauses by contacting Chambers in the manner set out in section 4.3 of this 

policy.  

                                                           
1 For further information see: https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-
outside-eu/eu-us-privacy-shield_en 
 
2 See https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32010D0087&rid=1  

https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/eu-us-privacy-shield_en
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/eu-us-privacy-shield_en
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32010D0087&rid=1
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10. Our approach to minimising our processing of Personal Data 

Because of the nature of Chambers’ and its Members’ activities, our ability to minimise our 

processing of Personal Data is inherently limited. 

10.1 Information relevant for the purposes of providing legal services 

Chambers and its Members consider that a Member providing legal services cannot, consistently 

with professional duties owed by the Member to his or her client and the court and with the 

Member’s duty of care, remove Personal Data from the information provided by the client for the 

purposes of the Member’s provision of services. 

Furthermore Chambers and its Members consider that, by reason of (among other things) the 

volume and varying formats of information provided to Members by clients in connection with the 

provision of legal services, it will be impossible in practice for a Member effectively to pseudonymise 

Personal Data which he or she processes in that connection.   

However, in the context of providing legal services, Members (and Chambers acting as Data 

Processor on behalf of Members) will not knowingly request additional information from clients 

which is irrelevant to the legal services which the client has instructed the Member to provide. 

10.2 Other information collected by Members and by Chambers 

Chambers and its Members consider that, because of the methods and volume of communications 

which we receive, it will be impossible in practice for Chambers or its Members to ensure the 

review, removal or pseudonymisation of Personal Data contained in those communications in 

advance of processing. 

However, once again, Chambers and its Members will not knowingly request, collect or process 

Personal Data which is not required for their legitimate processing activities. 

Individuals who are concerned as to the processing by Chambers or its Members of their Personal 

Data may contact Chambers in the manner described in section 4.3 of this policy, and may exercise 

the rights set out in section 13 of this policy.   

11. Our approach to maintaining the accuracy of Personal Data 

Because of the nature of Chambers’ and its Members’ activities, our ability to verify independently 

the accuracy of Personal Data that we process is inherently limited. 

Where Chambers or a Member become aware of inaccuracies in Personal Data, Chambers or the 

Member will erase or rectify the relevant data.  

12. The duration of our processing of Personal Data 

12.1 Where a Member is the Data Controller 

As described in section 5.1 of this policy, Members process Personal Data for various purposes, 

including for the purposes of bringing or responding to civil claims.  

For this reason, in the normal course, each Member will continue to process Personal Data in 

relation to that Member’s provision of legal services or other activities until after the expiry of the 

period during which a claim could be brought in respect of the Member’s activities, and after the 

expiry of the period during which the Member is required to keep financial records for accounting 

purposes.  
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However, by way of exception, Chambers (acting as Data Processor on behalf of each Member) 

retains indefinitely the case name, or matter heading or title, in respect of each instruction from a 

client to a Member to provide legal services, for the purposes of enabling the Member to verify, 

upon receipt of new instructions, whether the Member is subject to a conflict which would prevent 

the Member from accepting the new instruction in accordance with his or her professional 

obligations. In cases where an individual was the Member’s lay client or was a party to legal 

proceedings in which the Member was instructed, the information retained by Chambers in this 

manner may include that individual’s name.  

In practice, each Member will conduct a review of his or her electronic and hard copy data on at 

least one occasion each year. Any data which is “expired” in accordance with this section will be 

erased and/or destroyed in the course of that review. 

Individuals may request further information as to the duration for which their Personal Data will be 

held by Chambers and its Members, by contacting Chambers in the manner described in section 4.3 

above.  

12.2 Where Chambers is the Data Controller 

As a general rule, Chambers will follow the same practice as its Members, and retain Personal Data 

until after the expiry of the period during which a claim could be brought in respect of Chambers’ 

activities, and after the expiry of the period during which Chambers is required to keep financial 

records for accounting purposes. This is because, as set out in section 5.2 of this policy, Chambers’ 

processing of Personal Data includes processing for the purposes of bringing or responding to civil 

claims in connection with its core business and incidental activities, as well as processing for the 

purposes of complying with accounting rules.  

Like its Members, Chambers will conduct a review of its electronic and hard copy data on at least 

one occasion every year. Any data which is “expired” in accordance with this section will be erased 

and/or destroyed in the course of that review. 

Individuals may request further information as to the duration for which their Personal Data will be 

held by Chambers and its Members, by contacting Chambers in the manner described in section 4.3 

of this policy.  

12.3 Personal Data stored in Chambers’ backup systems 

Once electronic Personal Data is erased from Chambers’ IT facilities in accordance with the 

arrangements described in sections 12.1 and 12.2 of this policy, it will remain stored in Chambers’ 

internet-based and physical backup systems for an additional period.  

Personal Data which is stored in this manner will be accessed and further processed only in 

exceptional circumstances. Chambers envisages that such further processing will occur only: 

- in the event that a claim is brought by or against Chambers or a Member to which Personal Data 

is relevant which has already been erased in accordance with this policy; or 

 

- in the event of an unforeseen substantial loss of data from Chambers’ IT facilities which 

necessitates the restoration of data in bulk from Chambers’ backup systems (which will occur 

only in exceptional circumstances because of Chambers’ multiple IT resilience arrangements). 
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Chambers’ physical backup systems record all electronic data held by Chambers at a given point in 

time, on a monthly basis. Each record is destroyed securely by Chambers two years after it is made.  

Chambers’ internet-based backup systems record parts of Chambers’ electronic data on a snapshot 

basis, with each snapshot being deleted after two years. 

13. Data protection rights of individuals 

EU law provides various rights for individuals whose personal data are processed by Chambers or its 

Members.  

Those rights include rights to object to processing based on Chambers’ or its Members’ Legitimate 

Interests and to object to processing for the purposes of direct marketing, as described in section 6.3 

of this policy.  

Individuals’ rights also include:  

- the right to be informed of processing activities, under Articles 13 and 14 of the GDPR;  

 

- the right of access to the individual’s personal data which is being processed, under Article 15; 

 

- the right to have inaccurate personal data rectified, and incomplete data completed, under 

Article 16; 

 

- the right to have personal data erased, under Article 17;  

 

- the right to have processing activities restricted, under Article 18; 

 

- the right to data portability, under Article 20; 

 

- the right to withdraw consent, where processing is based on consent, under Article 7(3); 

 

- the right not to be subject to decisions based on automated processing which produce legal or 

other similarly significant effects, under Article 22; and 

 

- the right to complain to a supervisory authority, under Article 77.  

Individuals wishing to exercise their rights may contact Chambers in the manner described in section 

4.3 of this policy.  

In some situations, the rights of individuals may be limited by reason of legal privilege. This is 

addressed in section 14 of this policy.  

14. Impact of legal privilege 

Individuals’ rights under the GDPR may be limited where their Personal Data is contained in 

information which is subject to legal privilege.  

Information transmitted to a Member by a client for the purposes of the provision of legal services 

will, as a general rule, be subject to legal privilege. Where that is the case, Chambers and the 

Member may be required not to comply with individual rights under the GDPR.  
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If legal privilege prevents Chambers or a Member from complying with a request from an individual 

to exercise his or her GDPR rights, this will be explained in the response provided by or on behalf of 

Chambers or the Member.  

15. Review of this policy 

This policy will be reviewed at least annually. An updated version will be made available via 

Chambers’ website (www.guildhallchambers.co.uk) in the event of any changes.  

  

http://www.guildhallchambers.co.uk/
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Appendix: Guildhall Chambers policy on the processing of Sensitive Personal Data and Criminal 

History Data provided by applicants to Chambers 

This Appendix supplements the Guildhall Chambers policy on the protection of personal data (“the 

Policy”).  

This Appendix describes how Chambers (and Members acting as Data Processors on behalf of 

Chambers) will process: 

- Sensitive Personal Data provided by an individual (“the Applicant”) who applies to Chambers for 

membership, for employment as a member of staff, for pupillage, for mini-pupillage or for other 

work experience (“Applicant Sensitive Personal Data”, or “ASPD”); and 

 

- Criminal History Data provided by an Applicant in the same circumstances (“Applicant Criminal 

History Data”, or “ACHD”). 

Unless otherwise indicated, terms used in this Appendix which are defined in the Policy have the 

same meaning as in the Policy.  

Fairness and transparency 

Chambers will process ASPD and ACHD in accordance with this Appendix.  

If Chambers proposes to process ASPD or ACHD in a manner not described in this Appendix, 

Chambers will inform any Applicant whose Personal Data is to be so processed of Chambers’ 

proposal to diverge from this policy, in advance of processing. 

Purposes of processing 

Chambers (and Members acting as Data Processors on behalf of Chambers) will process ASPD and 

ACHD for the purposes of:  

- maintaining an appropriate staff, including seeking and reviewing applications for staff positions 

where necessary;  

 

- managing the recruitment of pupils to undertake pupillage in Chambers; 

 

- providing work experience opportunities and selecting individuals to undertake work 

experience;  

 

- considering applications to join Chambers as a member; 

 

- responding in the event of complaints in relation to Chambers’ activities; 

 

- complying with legal obligations or with requirements imposed by the Bar Standards Board or by 

other authorities exercising powers conferred by law; and 

 

- bringing or responding to civil claims which may be brought by or against Chambers. 
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Lawfulness 

Chambers (and Members acting as Data Processors on behalf of Chambers) will process ASPD and 

ACHD in relation to an Applicant seeking membership of Chambers, pupillage, mini-pupillage or work 

experience only: 

- with the Applicant’s consent, pursuant to Article 9(2)(a) of the GDPR; 

 

- for reasons related to the Applicant’s employment (where applicable), pursuant to relevant 

provisions of the law of England and Wales; or 

 

- in the context of legal claims, pursuant to Article 9(2)(f) of the GDPR. 

Chambers (and Members acting as Data Processors on behalf of Chambers) will process ASPD and 

ACHD in relation to an Applicant seeking employment by Chambers only: 

- for employment-related reasons, in accordance with relevant provisions of the law of England 

and Wales; or 

 

- in the context of legal claims, pursuant to Article 9(2)(f) of the GDPR. 

Minimisation and accuracy 

Chambers will retain ASPD and ACHD submitted by an Applicant in the form in which it was 

submitted. Chambers will not process ASPD or ACHD in any other form, and will not unnecessarily 

replicate ASPD or ACHD.  

Where Chambers is notified that ASPD or ACHD submitted by an Applicant was or has become 

inaccurate, Chambers will correct the incorrect data.  

Integrity and confidentiality of processing 

Chambers may transfer ASPD and ACHD to other recipients as described in sections 7.1 and 7.2 of 

the Policy, or: 

- to regulatory authorities (such as the Bar Standards Board), Ombudsmen and other authorities 

exercising legal powers; 

 

- to Chambers’ legal advisers or human resources service providers; 

 

- to participants, mediators, adjudicators and/or judicial authorities in anticipated or existing legal 

proceedings, in the event of such proceedings in relation to the Applicant’s application. 

Chambers will ensure the security of its processing of ASPD and ACHD in accordance with the 

arrangements described in section 8 of the Policy.  

Chambers may transfer ASPD and ACHD for processing outside the EU, in accordance with the 

arrangements described in sections 9.1 and 9.3 of the Policy.  

Data protection rights of individuals 

Individuals have the rights described in section 13 of the Policy in relation to the processing 

described in this Appendix.  
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Duration of processing 

The duration of Chambers’ processing of ASPD and ACHD will be in accordance with the principles 

and arrangements described in section 12.2 of the Policy.  

Review 

This Appendix will be reviewed in accordance with the arrangements described in section 15 of the 

Policy.  


