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What will we talk about today?

• What is a cryptoasset?

• The blockchain technology facilitating 
cryptoassets.

• Legal analysis of cryptoassets:

• cryptoassets as ‘property’, ‘money’ and/or 
‘services’.

• Regulatory analysis of cryptoassets:

• the Financial Conduct Authority’s view;

• HM Treasury consultation and call for evidence.

• Why do cryptoassets matter?



It is helpful to start with a consideration of the 
nature of money. In the UK ‘money’ is:

• a medium of exchange, (you can use it to 
pay someone and transfer value);

• a unit of account, (you can maintain books of 
account with reference to the relevant unit);

• a store of value, (you can use it to save and 
invest).

(The Wealth of Nations, Adam Smith).

What is a cryptocurrency?



• The modern concept of ‘money’ or ‘currency’ 
is legal tender, issued by a sovereign 
government or central bank which is 
universally accepted as discharge of a debt 
or payment for goods and services, or a 
means of transfer of value. (Halsbury’s Laws 
of England, Volume 49, paragraph 1).

• The Bank of England is the sole issuer of 
bank notes (legal tender) in England and 
Wales.

What is a cryptocurrency?



What is a cryptocurrency?

A ‘cryptocurrency’ is:

• a digital representation of value;

• not issued by a central bank, government or 
other central issuing authority;

• not generally linked to, or backed by the 
value of any sovereign (‘fiat’) currency, or 
commodity; and

• no single issuer is liable for the perceived 
value of a cryptocurrency.



• There are many different types of cryptoassets in the 
form of coins or tokens:

• Bitcoin;

• Ether;

• Dogecoin.

• Each type of coin uses different technology, has 
different characteristics and properties and are often 
characterised by extreme price volatility.

• Over 50 central banks and governments are 
exploring digital currencies, (‘GovCoins’) including 
the Britain, China, the EU and the US.

What is a cryptoasset?



What is a cryptoasset?



• Cryptocurrencies are created or ‘mined’ using 
computing protocol and blockchain technology, 
(although not all cryptocurrencies use blockchain).

• The cryptocurrency exists only as an encrypted file 
on a hard drive or mobile device.

• In very basic terms, a cryptocurrency amounts to the 
ownership of a cryptographic address.

• The person who ‘mined’ the cryptocurrency unit 
owns the address and can access the encrypted 
wallet file using a private key.

What is a cryptocurrency?



• The owner of the cryptographic address can 
then transfer the ownership of that address 
by sending value to another address which is 
a wallet address stored on a hard drive or 
other device.

• All transactions are recorded on the 
‘blockchain’.

What is a cryptocurrency?



• ‘Blockchain’ or ‘distributed ledger technology’ 
(“DLT”) facilitates cryptoassets.

• A blockchain is a decentralised ledger which 
records transactions in successive, 
sequential ‘blocks’.

• Each ‘block’ contains data and a code which 
directs the block back to the dataset of the 
previous block, all the way back to the 
original or ‘genesis’ block.

Blockchain: the technology which 
facilitates cryptoassets



• Cryptocurrencies/assets effectively involve commercial
activity moving ahead of legal regulation.

• Until a comprehensive regime is in place (on which the
Law Commission is currently consulting),
cryptocurrencies/assets must be fitted into existing
frameworks.

• In terms of private law notions, are
cryptocurrencies/assets (a) property; (b) money; (c) goods
or services; or (d) all of these?

• What are the consequences of this classification?

• How are cryptocurrencies/assets held?

Classification of 
cryptocurrencies/assets



• The English courts have to date had little opportunity to consider the legal characterisation
of cryptocurrencies/assets and in particular whether these constitute property.

• What is property? Classic definition of Lord Wilberforce in National Provincial Bank v
Ainsworth [1965] AC 1175 that “property” must meet four criteria, namely being definable,
identifiable by third parties, capable in their nature of assumption by third parties and
having some degree of permanence.

• Authorities in other jurisdictions have classified cryptocurrencies as “property”:

• (a) Re Cryptopia Ltd [2020] NZHC 728, concerning claim by liquidator for determination of
the status of Bitcoin held by crypto-exchange. Gendall J (at [69]) stated that
cryptocurrencies “are a species of intangible personal property and clearly an identifiable
thing of value” on the basis (at [120]) that the four Ainsworth criteria are satisfied; and

• (b) Quoine Pte Ltd v B2C2 Ltd [2020] SGCA 02, which arose out of losses suffered by
algorithmic trading on a crypto-exchange. The Singapore Court of Appeal stated (at [144])
that “[t]here may be much to commend the view that cryptocurrencies should be capable
of assimilation into the general concepts of property. There are, however, difficult
questions as to the type of property that is involved”.

Do Cryptocurrencies/assets count as 
“property”? (Part 1)



• To date, the English cases have largely involved applications for
freezing injunctions:

• (a) Vorotyntseva v Money-4 Ltd [2018] EWHC 2596 (Ch) at [13], Birss
J granting worldwide freezing injunction when there had been no
“suggestion that cryptocurrency cannot be a form of property or that a
party amenable to the court’s jurisdiction cannot be enjoined from
dealing or disposing of it”;

• (b) Robertson v Persons Unknown (Unreported, 15 July 2019),
Moulder J granting asset preservation order over cryptocurrencies;

• (c) AA v Persons Unknown [2020] 4 WLR 35, Bryan J granting a
proprietary injunction over Bitcoin when (i) “they are neither chose in
possession nor are they chose in action” (at [55]), but (ii) “crypto
assets such as Bitcoin are property” as they meet the four criteria in
Ainsworth (at [59]).

Do Cryptocurrencies/assets count as 
“property”? (Part 2)



• Beyond the Currency and Bank Notes Act 1954, there is no fixed
definition of “money”. In Perrin v Morgan [1943] AC 399 at 407,
Viscount Simon LC stated “… the word ‘money’ has not got one natural
or usual meaning. It has several meanings, each of which in
appropriate circumstances may be regarded as natural”.

• There are several theories as to what constitutes “money”:

• (a) the State Theory: “... a medium of exchange currently authorized or
adopted by a domestic or foreign government. The term includes a
monetary unit of account established by an intergovernmental
organization or by agreement between two or more countries”: see US
Uniform Commercial Code, s. 1-201(a)(24);

• (b) the Societary Theory; and

• (c) the Institutional Theory.

Do Cryptocurrencies/assets qualify as 
“money”? (Part 1)



• There is judicial support for treating cryptocurrencies as “money”:

• (a) in Skatteverket v Hedqvist (C-264/14) [2016] STC 372, the CJEU
ruled that the services of a bitcoin exchange in exchanging Bitcoin for
fiat currency were exempt from VAT, on the basis that such transactions
fall within the exception for transactions “relating to currency, bank notes
and coins used as legal tender”;

• (b) in SEC v Shavers (6 August 2013, Judge Mazzant): “It is clear that
Bitcoin can be used as money. It can be used to purchase goods or
services, and .. to pay for individual living expenses. The only limitation
of Bitcoin is that it is limited to those places that accept it as currency.
However, it can also be exchanged for conventional currencies, such as
the U.S. dollar, Euro, Yen, and Yuan. Therefore, Bitcoin is a currency or
form of money”;

Do Cryptocurrencies/assets qualify as 
“money”? (Part 2)



• (c) in USA v Ulbricht (9 July 2014, District Judge Forrest): “Bitcoins can be
either used directly to pay for certain things or can act as a medium of
exchange and be converted into a currency which can pay for things …
Indeed, the only value for Bitcoin lies in its ability to pay for things - it is digital
and has no earthly form; it cannot be put on a shelf and looked at or collected
in a nice display case. Its form is digital - bits and bytes that together constitute
something of value. And they may be bought and sold using legal tender. The
money laundering statute is broad enough to encompass use of Bitcoins in
financial transactions. Any other reading would - in light of Bitcoins' sole raison
d'etre - be nonsensical”; and

• (d) in USA v Faiella (18 August 2014, District Judge Rakoff): “Money in
ordinary parlance means ‘something generally accepted as a medium of
exchange, a measure of value, or a means of payment.’ ... Bitcoin clearly
qualifies as ‘money’ or ‘funds’ under these plain meaning definitions. Bitcoin
can be easily purchased in exchange for ordinary currency, acts as a
denominator of value, and is used to conduct financial transactions .…”.

Do Cryptocurrencies/assets qualify as 
“money”? (Part 3)



• On their face, cryptocurrencies do not constitute “goods”, which are
defined as “all personal chattels other than things in action and money”:
see Sale of Goods Act 1979, s 61(1).

• That said, “money” can sometimes qualify as goods. In Moss v
Hancock [1899] 2 QB 111, it was held that “[m]oney as currency, and
not as medals, seems to me to have been well defined by Mr. Walker in
‘Money, Trade, and Industry’ as ‘that which passes freely from hand to
hand throughout the community in final discharge of debts and full
payment for commodities, being accepted equally without reference to
the character or credit of the person who offers it and without the
intention of the person who receives it to consume it or apply it to any
other use than in turn to tender it to others in discharge of debts or
payment for commodities”.

• Could cryptocurrencies qualify as a “service”? Consider Skatteverket v
Hedqvist (C-264/14) [2016] STC 372.

Do Cryptocurrencies/assets count as 
“goods” or “services”?



• The classification of cryptocurrencies as a species of property in turn
gives rise to the the following issues:

• (a) the possibility of tracing into and through cryptocurrencies and
asserting proprietary forms of relief; but consider Brazil v Durant [2015]
UKPC 35 (backwards tracing);

• (b) choice of law and determining the lex situs of cryptocurrencies;

• (c) vindication of rights depending upon whether money (money had
and received), goods (conversion), beneficial interest under a trust
(knowing receipt), information (breach of confidence) and what are the
rights of liquidators and executors;

• (d) implied terms under SGA 1979 or SOGSA 1982.

What are the private law implications?



• A “digital wallet” is effectively a storage mechanism for
cryptocurrencies. This is essentially a software program recording the
amount of a particular cryptocurrency held and facilitating its transfer
and is usually encrypted with a password;

• The “digital wallet” does not store the cryptocurrency directly, but
rather the private keys associated with the cryptocurrency. This is the
mathematical proof that enables the cryptocurrency to be transferred
in and out of the wallet;

• There are several types of wallet, whether a “hardware” wallet or a
web-based or “hosted” wallet, which may be “hot” or “cold”. The
”hosted” wallet is by far the most popular and is most likely to create
legal difficulties.

What is a digital wallet?



• A digital-wallet may give rise to a proprietary/trust relationship between the crypto-holder
and the DWP: compare Re Cryptopia Ltd [2020] NZHC 728 and Quoine Pte Ltd v B2C2
Ltd [2020] SGCA 02.

• In terms of the contractual position between crypto-holders and digital-wallet providers
(“DWPs”), documentation tends to be light on express terms; until standardised
documentation appears, there will be reliance on implied terms.

• Closest analogy between a crypto-holder and DWP is the banker-customer relationship:
see Vorotyntseva v Money-4 Ltd [2018] EWHC 2596 (Ch) at [2] (argued, but not decided);
Hare, “Cryptocurrencies and Banking Law: Are there Lessons to Learn?”, in Green and
Fox (eds), Cryptocurrencies in Public and Private Law (2019, OUP).

• If this analogy stands, then the following implied terms will exist in the relations between
crypto-holders and DWPs: (a) a duty to obey mandate; (b) a duty to provide services with
reasonable skill and care (including the so-called Quincecare duty); (c) a duty of
confidentiality (given the nature of the private key); and (d) unlike a bank, a fiduciary duty,
especially in circumstances when the relationship involves a trust.

Relationship between crypto-holder 
and digital-wallet provider?



• The present situation is that generally, cryptoassets fall 
outside the UK regulatory perimeter created pursuant to 
the Financial Services & Markets Act 2000, (the “FSMA”).

• Cryptoassets (the various coins and tokens) themselves 
are not ‘specified investments’ for the purposes of Part III 
Financial Services & Markets Act 2000 (Regulated 
Activities) Order 2001, (the “RAO”).

• Additionally, activity such as trading cryptoassets, 
arranging transactions in cryptoassets, offering custodian 
/wallet services and/or operating a cryptoasset exchange 
is not ‘specified activity’ for the purposes of Part II, RAO.

Regulatory treatment of cryptoassets



Is cryptocurrency ‘e-money’ for regulatory purposes?

• cryptocurrency generally does not qualify as ‘e-
money’ in the UK because it is permissionless and 
decentralised.

• Further, cryptocurrency does not qualify as ‘e-
money’ because there is no issuer against which a 
claim can be made.

• The above view is shared by the International 
Monetary Fund and the European Central Bank 
which view cryptocurrencies as a ‘digital 
representation of value’.

Cryptocurrency: electronic money?



• During 2019, the Financial Conduct 
Authority, (the “FCA”) consulted on its 
guidance and whether to bring cryptoassets 
and other products derived from 
cryptoassets into the regulatory perimeter.

• FCA published Policy Statement PS19/22 in 
July 2019.

Regulatory treatment of cryptoassets



The FCA identified two categories of 
cryptoasset that will fall to be regulated:

• cryptoasset tokens that fall within the 
definition of ‘e-money’; and

• ‘security tokens’ which are tokens that 
provide rights and obligations similar to 
specified investments under the Regulated 
Activities Order and MiFID II.

Regulatory treatment of cryptoassets



• Derivative products such as futures, options 
and contracts for differences with 
cryptoassets as the reference asset have 
been marketed in the UK.

• Derivative products comprise financial 
instruments for the purposes of MiFID II and 
will be subject to regulation in the UK.

• ‘Initial Coin Offerings’ with features similar to 
the private placement of securities, 
crowdfunding or collective investment 
schemes will also be regulated.

Regulatory treatment of cryptoassets



• The FCA perceived scope for consumer harm in 
relation to the sale to retail investors of derivative 
products referencing cryptoassets, in part due to 
price volatility and issues relating to the 
transparency of products and pricing

• The FCA made rules, which took effect on 6th

January 2021, banning the sale, marketing and 
distribution by firms acting in, or from, the UK to all 
retail consumers of any derivatives (ie; contract for 
differences, options and futures) and exchange 
traded notes that reference unregulated transferable 
cryptoassets.

Regulatory treatment of cryptoassets



• Cryptoasset tokens (‘utility tokens’ and 
‘exchange tokens’) that are neither security 
tokens nor e-money will fall outside the 
regulatory perimeter.

• This includes ‘exchange tokens’ which are 
cryptoasset tokens that are used as a means 
of exchange but fall outside the definition of 
‘e-money’ because they are decentralised 
and permissionless.

Regulatory treatment of cryptoassets 
in the UK



• In January 2021, HM Treasury published a 
further consultation and call for evidence on 
the UK regulatory approach to cryptoassets 
and ‘stable coins’.

• ‘Stablecoins’ are a type of cryptoasset that 
can be used to make payments. They are 
designed to minimise volatility in their value 
by referencing one or more assets, such as 
fiat currency or a commodity.

HM Treasury consultation



• Stablecoins can fall into any categorisation of 
cryptoasset, but are most likely to be e-
money tokens or unregulated exchange 
tokens.

• Examples include Tether and USD Coin.

• Government now consulting on whether 
stablecoins that ‘could be reliably used for 
retail or wholesale transactions’ should be 
brought within the regulatory perimeter.

Regulatory treatment of cryptoassets



• Cryptoassets are within the scope of the 5th

Anti-Money Laundering Directive that was 
implemented into English law in January 
2020.

• Crypto custodian wallet providers and 
cryptoasset exchange providers must now 
comply with anti-money laundering and 
counter-terrorist financing regulations when 
providing services.

Regulatory treatment of cryptoassets



• Important to note the tax treatment of 
dealings in cryptoassets.

• HMRC consider that dealings in 
cryptoassets amount to an investment 
activity in a capital asset, giving rise to 
a liability to Capital Gains Tax.

Taxation issues



• Lawyers will need increasingly to understand the 
nature of cryptoassets and the blockchain 
technology underpinning it.

• Internal and external clients may require advice in 
connection with cryptoassets:

• regulatory advice on how to create, offer, deal in, 
purchase or exchange cryptoassets;

• advice in connection with the acceptance of 
cryptoassets as consideration for the supply of 
goods and services. Including as payment for the 
supply of legal services; 

Why do cryptoassets matter?



• advice in connection with the creation of security 
over cryptoassets to secure indebtedness;

• advice in connection with insolvency or bankruptcy 
proceedings where the relevant office holder needs 
to realise cryptoassets;

• advice in connection with cryptoassets held, sold or 
purchased by individuals in the context of divorce, 
family proceedings, tax planning and/or property 
transactions; and

• contentious advice in relation to cryptoassets that 
have been lost, stolen or otherwise misappropriated.

Why do cryptoassets matter?
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